be3onacHOCTbL AeTen B UHTepHeTe

O6HoBneHo 20.03.2025
WNHTepHeT 1 cBs3b
KnbepbesonacHocTb

[eTn ncnonb3yoT NnaHWweTsbl U cMapTdOHb! Ans 00LWweHns, y4€bbl, nomncka nHopmauumn nu urp,
He nogo3peBas 00 ONAacHOCTSIX, KOTOPbIE XAYT UX B UHTEPHETE
MosaboTbTech 0 6e3onacHOCTU BalMX AeTEN — MyCTb OHW:

®  OTKPBIBAIOT TOJBKO MOJXOAAIINE MO BO3PACTY CAMThI U MPUIOKEHUSL
®  yYarcsi IpaMOTHO PacrpeelisiTh BpeMsl MKy UrpaMu 1 yu&ooi

LJ HC npona,ua}oT 13 BALICTO I10JIs 3peHI/IH
OrpaguTb AeTen oT HexenaTenbHOM MHpOPMaLIUN B MHTEPHETE U AECTPYKTUBHOIO KOHTEHTA C MOMOLLbIO
cneumanbHbIX CEPBUCOB MOXET Mobon poanTenb gaxe 63 TEXHNYECKMX 3HAHWUI

PoantenbCKun KOHTPOISb

CpeqacTtBa poaMTENbCKOrO KOHTPONSA — 3TO MHCTPYMEHTbI, CMOCOOHbIE 3alUMTUTb AeTeln

OT NOTEHLMaNbHO OMNAaCHOro KOHTEHTA U NO3BONAIOLNE POANTENSIM CNeanTb 32 BPEMEHEM,
npoBeaEHHbIM peO6EHKOM B CeTU. Takme MHCTPYMEHTbI NpeanaraoT aboHeHTam onepaTopbl CBSI3N
1 UMdpoBbIe KOMNaHMK, OCHoBaBLUME ANbsHC NO 3aluTe AeTen B LMGpoBon cpeae
an/I.HO)KeHMﬂ onepaTtopoB CBA3U

e  OrtcnexnBaloT ypoBeHb 3apsaa cMapThoHa peOEHKa
e  BJIOKHPYIOT HEXeNaTeIbHbIC CAUTHI

° I[aIOT TOYHBIC JaHHBIC O MECTOIIOJIOKECHUN YCTpoﬁCTBa
Poavtenu moryt HacTpOUTb 30HbI, HANPUMEP TEPPUTOPUIO LLKONbI UK parioHa. [NpunoxeHne byaet
OTNpaBnsTb CMC, ecnu pebEHOK BbINAET 3a ux npegensl. Ansa ypessblyalHbIX CUTyaLuin eCTb KHOMKa
SOS. lMNpunoxeHunsa goctynHel Ansg Android n i0S
MoapoBHOCTHN MCNOMb30BaHNSA 1 YCTAHOBKM y3HaBawTe y onepaTopoB CBA3W

Bpay3epbl 1 NOUCKOBbIE CUCTEMBI

«fAAHpeKke»

B nowncke «FIH,quca» €CTb HECKOJ1bKO PEXXMMOB, KOTOPbI€ NMO3BOJIAKOT YyNpaBIIATb NOMCKOBOM BblﬂaHeVI
Pexumbl dunbTpaummn

o YMepCHHHﬁ — U3 pE3YyJIbTAaTOB NOUCKA UCKIIIOYAIOTCS CalThI JJIA B3POCJIBIX, €CJIN 3alIpOC SIBHO HE HAIIPAaBJICH

Ha IIOUCK TaKUX pPeCcypcoB. PexxuM BKIIIOUEH IO yMOJYaHUIO

e  CeMelHBI — U3 Pe3yJIbTATOB MOUCKA MOJHOCTHIO UCKIIOYAETCSI KOHTEHT JIJIS1 B3POCIBIX, JIaXkKe €CIIH 3alpoc
SIBHO HaIIPaBJICH Ha MOUCK TaKUX CalTOB. P&XUM MOKHO akTUBHPOBATh B HACTPOIKax
Kak BKNHOYUTb CEMEeNHbIN PeXum

1. OrtkponTe pasgen «HacTponkn» Ha rMaBHOWM CTpaHMLEe novcka «AHOeKkca» Unvm Ha cTpaHuue
C pesynbTaTamy nomcka

2. MNepenguTe: Nonck — dunbTpaymnsa noncka — CemMenHbIN PEXUM

3.  Haxmute «CoxpaHuTb» BHU3Y CTpaHULbl



Pexumbl ornbTpauun B nomcke «AHaekca» paboTatoT B nobom Gpaysepe
Be3onacHocTb Aeten B couceTAX

3aperncTpmpyntecb BO BCEX COLICETSIX, IAe ecTb Balw pebéHok. [lobaBbTe ero B Apy3bs

1 npocmMaTpmuBamnTe NocThl, Apy3en U COOBLLECTBA, B KOTOPbIX OH cocTouT. Nrpante ¢ pebéHkoM B ero
nobumble nrpbl. OH BygeT OXoTHee AenUTbCs NOAPOOHOCTSIMM CBOEW OHNAMH-KU3HW U NPUCHYLUINBATHCA
K BallMM COBETaM

BecnnaTHble cepBuUCbI U MaTepuanbl No uudposon
6e3onacHocTun

PasobpaBwince B BUpTyansHOM Mupe, Bbl byaeTe yBepeHHee roBopuTb O HEM ¢ AeTbMu. MHdopmaumio
0 undposorn 6e30nacHOCTM MOXHO BecnnaTHO NOMyYnTb B CNeLManbHbIX cepBucax

«UNDPATeKka. BUbNMoTeka NpakTU4eCKUX 3HAHUN»

Ha nopTane pasmelleHa nHopMaL s 0 BO3MOXHbIX Yrpo3ax B MHTEPHETE M pekoMeHaaunmn, Kak ¢ HUMK
©opoTbcA. 30ecb MOXHO HANTK:

®  CTaTbU PKCIEPTOB
®  MPaKTHUYECKUE COBETHI
e  OHJIAHiH-KBH3BI

®  IIOJIC3HBIC CEPBUCHI AJIS ACTECH, POJUTEICH U yUUTEIeH

MepenTn Ha nopTan

NMocobGue ansa poautenen n yuntenen «Puckm B uncppoBon cpene: AMarHocTuka,
npodunakTuka, Koppekuusa»

YuyebHo-meTOaMYecKoe nocobre NoaroToBmna rpynna ncuxonoros MockoBCKOro rocyaapCTBEHHOro
NCKXOroro-neAarorn4eckoro yHMuBepcuTeTa CoBMECTHO C BEAYLLMMM SKCrepTamMmmn KpyrnHemnwmnx
TEXHOmMormMyecknx KomnaHmm Poccun — ocHosaTenen n 4YneHoB AnbsiHca no 3awmte Aeten B Lngposon
cpene

[Mocobue nocesiLeHO prckaM LMdpoBOK cpeapl, C KOTOPbIMW AETW U MOAPOCTKM CTaNKMBalTCA Mo Mepe
B3pOCneHns. B HEM MOXHO HanTu:

o COBPEMCHHBIC NHCTPYMCHTBI JUATrHOCTUKHU, IO3BOJIAIONINEC BBIABUTDH LII/I(I)pOBBIC PUCKU Y ,I[CTeﬁ 1 NMOAPOCTKOB

®  PEKOMEHJAIMH JUIsl pOJUTEIICH U 1eAaroroB mo NpoQUIaKTHKE U KOPPEKLIUH HU(POBBIX PUCKOB

OTKprTb 1 ckavaTb nocobue

A36yka knbepbesonacHocTun

CrnoBapb TEPMMHOB, CBSA3aHHbIX C LdpoBOI 6e30MacHOCTLI0, NOBEAEHNEM B UHTEPHETE U UHTEPHET-
puckamu
OTKpbITL U CkayaTb CroBapb

Mnardopma uncdpoBOoM rPaMOTHOCTU ANA HE3PAYUX AeTen oT 6unanH u Everland


https://cifrateka.ru/
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf

Kypc ons geten n nogpocTkoB C MHBaNMAHOCTBIO — NpeXae BCero, Ans He3psaymx 1 criaboBmasLLmx.
B3pocnbie Toxxe moryT ero npontu. Kypc noMoxeT oCcBOMTb LMpOoBbIE MPOrpaMMbl U JACT peLleHns ans
NMOMHOLLEHHOr0 UCNOMb30BaHUSA CMapTdoHa 1 KOMMNbOTEPA B MOBCEAHEBHOWN XU3HU

MoppobHee o kypce

MpoekTt coucetn BKoHTakTe #HeTKMOepOYynnuHry

ExxerogHo B Hosi6pe B Poccun npoxoant nHdopmaumoHHasa kamnaHusa «Mecs, 6opbbbl

¢ knbepbynnuHromy. Llenb npoekta — npuBrneys BHMMaHue k npobrneme TpaBnu B ceTu 1 3a e€
npegenamm

JKcnepTbI-NCUXonorn Yepes cant obpallaloTca K arpeccopam, XXepTBam U cBuageTensam Tpasnm

B nHTepHeTe. OHM COBETYIOT, Kak HE MOBTOPUTbL arpeccuto B ByayLiem, cnpaBuTbCsi C NOCNeACTBUSMUA
TpaBnu 1 NOMOYb APYrUM MASM

lNepenTn Ha canT npoekTa

KBu3 «KnéepbesonacHoctb» ot Merad®oHa u SkillCity

CROXHYIO 1 BaXKHYIO TEMY MOXHO M3Y4nTb B UrpoBon hopme. UrpaTb MOXXHO OAHOMY UMM B KOMaHAe.
Y3HalTe 0 cambix BoCTpeboBaHHbIX Npodeccusix B Mmpe knbepbesonacHoOCTU, npaBuniax KnbeprmrmeHsi,
NOTPEHNPYNTE CBOK HACMOTPEHHOCTb

Wrpa 6ygeTt oAMHaKoOBO MHTepecHa y4eHrKkaM CpedHero n ctapluero 3seHa. lNogovaét aAna gomMa

W LIKONbI

Mogpo6GHee o kBU3E

OHnanH-kypc ans poautenen «Kak 3almTnutb pe6EHKa OT pPUCKOB B UHTEPHETE»
ot Poctenekoma

Kypc onsa poguTenei 13 HECKOMNbKUX BUOEOYPOKOB pa3paboTaH Ha OCHOBE MccrnenoBaHus 6e30nacHocTm
aeTen B UHTEpHeTe
MopgpobHee o kypce

Moakact «Jlykomopbe. Cka3ku Kota y4éHoro»

Linkn pnetckmx nporpamm B cTMxax o 6€30MacHOCTM B CETU U LUPOBON rpamoTHOCTU. KOMMNbIOTEPHbIE
anogew Jlewun, Bonk n Kukumopa BopytoT B CKa30O4YHOM KOPOSIEBCTBE Maposnu U SidHbIe AaHHble,
B3M1aMbIBalOT 3NIEKTPOHHYIO MOYTY, 3apaXKatoT KOMMbIOTEPLI BUpycamu

CuctemHbIi agmuHncTpaTop Bacunuca MNMpemyapas o6bsacHSeT, Kak NpaBuiibHO AeMCTBOBATb Npy
BO3HWKHOBEHWW yrpo3bl 1 4To ByaeT, ecnv npeHebperaTe npaBunamm 6esonacHocTu. AnuTensHOCTb
OZlHOM NporpaMmmbl 6—8 MUHYT

Mpocnywatb nogkacT

CneuBbINycK XXypHana «YMHSLLKU»

Cneusbinyck xypHana «lMaHopama TV» n «[deTckoro pagmo» nonHOCTbIO MNOCBSALWEH TEME UHTEPHET-
BesonacHocTwn. MNepcoHaxu «[eTckoro pagno» BecHylwka n Kunatowa npeanaratot pebéHKy NpoBepuTb
HaBbIKM1 NOMb30BaHUSA UHTEPHETOM, PeLUMB 3afa4vn Ha foruky, CMeKanky U BHUMaTeNbHOCTb

MogpobGHee o npoekTe

MpunoxeHuna ana odecneyvyeHus unpoBon 6e3onacHOCTU aeTeun


https://beelineforkids.ru/
https://kiberbulling.net/
https://skillcity.ru/teachers/materials/quiz/#3&kviz-kiberbezopasnost
https://www.company.rt.ru/social/cyberknowledge/cyber-lessons/
https://detifm.ru/fairy_tales/id/1441
https://internetforkids.ru/static/Umnaski_03_070922_NEW.pdf

MpunoxeHne «RUTUBE Adetam»

MHCTPpYMEHT rmbkon HaCTPOWMKM U KOHTPOMS 3a TeM, YTO CMOTPUT PeBEHOK N CKONBKO BPEMEHU OH TpaTUT
Ha ragpxeTbl
B 6nbnvoTteke npunoxeHus goctynHo 6onee 10 000 eguHWL, 4ETCKOTO KOHTEHTA:

e  o0ydaromue poJuKu
e  pasBiCKaTeIbHBIC BHICO
e  KaHambl ICTCKUX OJIOrepoB

®  TONyJsIpHBIC MYJIBT(QUIEMBI
Kak cozgaTb n HaCTpouUTb AeTCKUM npocunb

1. Bowgute B npunoxenne «RUTUBE [eTam» nog CBOUM FIOTMHOM U Naponem
2. Bseaute undpbl ¢ 3kpaHa, YTOObLI BOWTY B pasden poanTENbCKOro KOHTPOSS

3.  Haxmute «[Jo6aBuTb AeTCKMIA NPOdUNb» U HACTPONTE €ro:

o BBIOCpHTE aBaTap
o) YKQKUTE UM
@] BKJIIOUUTE MOUCK IO MPHUIIOKEHUIO, €CIIN HYKHO

4. YcTaHoBWTE Tanmep NpocMoTpa — Mpu HeobXxoaMMoCTH
Ecnu akkayHTa Ha RUTUBE HeT, co3pavite ero B npunoxeHun «RUTUBE [Oetam» n cnepyvte
WHCTPYKLUAM
MoppobHee o npunoxeHun

ﬂ&TCKMI?I pPeXxXnmMm B cepBUCax U NPpUNIoXeHnAX

HeTcKkui akkayHT B cepBucax «AHpekca»

[ns AeTcKkMX akkayHToB B « AHAEKCe» MO YMOMYaHMWIO BKIIOYAETCH CEMENHBIN PEXUM C pacLUMPEeHHOMN
dunbTpaumen. B HEM CKpbIBaOTCA CTPaHULbl C HELIEH3YPHOW NEKCUKON 1 OrpaHnYmnBaloTCs pesynbTaThbl
novcka no HexenaTtenbHbIM TeMaTukam, Hanpumep nNo ynotpebneHuo HapKoTUYECKNX BELLECTB,
ankorons, Tabaka

Yepes oeTCcKMI akkayHT pebEHOK caM CMOXET MoMnb30BaTbCA APYIrMU cepBucamu «AHgekca». B Hux
OyaeT aBTOMaTUYECKM NPUMEHATLCSA (OUNBTP, CKPbIBAIOLLMIA HE MOAXOASLLMI MO BO3PaCTy KOHTEHT
MoapobHee 0 co3gaHUm AETCKOro akkayHTa 1 ynpasneHum um

HdeTtckun pexxum B RuStore

B ocmumanbHOM MarasuHe npunoxeHun RuStore ectb getckuii pexxum. MoXXHO HaCTpouTb NPOCMOTP
1 MOVCKOBYH BblAayy KOHTEHTa B 3aBMCUMOCTU OT BO3pacTa pebEHKa, KOHTPONMPOBaTb €ro NMOKYMKK
PoauTento HyXHO BbibpaTb Bo3pacT pebEHka: AOLIKONbHUK, LUKONbHUK UM nogpocTok. OT aToro
3aBMWCUT, KaKOW KOHTEHT OyJeT NnokasblBaTbCS:

o JOIKOJIbBHUKY — TOJIBKO }IeTCKHﬁ KOHTEHT 0€3 HeKeJlaTeNbHbBIX MaT€puaioB


https://kids.rutube.ru/onboarding
https://yandex.ru/project/unisearch/search_kids

o MKOJbHUKY — MPUIJIOKCHUA U UT'Pbl, KOTOPLIC MMOAXOAAT AJIA BCeH CCMbHU, HO MOT'YT COACPIKATH ,HPIH&MPI‘{HI)II;'I

KOHTCHT

®  TOIPOCTKY — OoJiee «B3pOCIHBI» KOHTCHT
Ewé ogHa ocobGeHHOCTb AETCKOro pexnma — crneumansHble noabopku oT pegakumm RuStore
C MONE3HbIMU NPUMOXKEHNSIMU U UTPaMM, KOTOPblE MEHSIOTCH B 3aBUCUMOCTM OT BbIOpaHHOro Bo3pacTa
PebE&HOK He CMOXET caM BbIKITIOYUTb AETCKUN PEXMM: POAUTENb YCTaHOBUT koA, 6e3 BBOAA KOTOPOro
HEBO3MOXXHO NMOMEHSATb HACTPOMKM UM COBEpPLUATL MOKYMKK
BkntounTb aeTckmi pexxuM, BblibpaTb Bo3pacT pebéHka n yctaHoButb MNMAH-kog MOXHO B HacTponkax
npodunsa B RuStore
MoapobHee o geTckom pexume B RuStore

YMHbIe KonoHku u TB-ctaHuun ¢ Anmncon ot «AHaekca»

Anvca MoxeT, HanpumMep:

e  OTBETUTH Ha BOTPOC peOEHKa
®  paccka3aThb CKa3Ky
e  [IOWTpaTh B rOpoJa WM 3arajiaTh 3arajiky

®  T0/CKa3aTh, KaK CAEJIaTh OTKPBITKY JUIsd 0a0yIIKK
TexHonornn Anvcel pacno3HatoT ronoc pebérka oo 12 neT, 1 oHa BKoYaeT 6e30nacHbl 4eTCKUN
pexum. B 3TOM pexrme acCcUCTEHT PUNbTPYET BECb KOHTEHT ANS B3POCHbIX M NOAOMpaeT NoaxoaaLni
no BO3pacTy, a B AOMNONHUTENBHOM pexumMe «[ns Manbiweny BKIHYaET TONbKO KOHTEHT 0+. 3T0
NOMOXET 3aWnTUTb pebEHKa OT HexenaTenbHON MHAOPMAaLMM U NOTEHLMANBHO BPEOHOro KOHTEHTa

Kak HacTpouTb KOJNOHKY AnA aeTeun

[na geTckoro rofioca MOXHO BKITOUUTL pexuM «[ns mansiweny unu «detckuny. MNpu atom anga
B3pOCIIOro rofioca MOXHO BblGpaTh peXnMM «YMeEpPEHHbIN» — Tak KOHTEHT 18+ ByaeT BblAaBaTbCs TONbKO
Mo KOHKPETHOMY 3anpocy

Ecnu co3gatb pebEHKY AETCKMIA aKKayHT UK «MO3HAKOMUTLY ero ¢ Anmcomn, NOMOLLHWK ByaeT
obpalyaTbcs K pebEéHKy No MMeHUn 1 BKNoyaTb 6ornee nepcoHann3npoBaHHbIN KOHTEHT UCXoA4s

13 UCTOPUM Nouncka

Pa3paboTtunk He pekoMeHAdyeT ocTaBnATb pebEéHka C KONOoHKoW 6e3 NpMcMoTpa B3pOCHbIX

Mogpo6GHee 06 Anuce

HDeTtcknn pexum VK Bugeo

Pexnm, KOTOprIZ OTKpbIBAET OOCTYN K MHOTOTbICAYHOM BrnbnuoTteke 06yqarou.|,ero N pa3BriekaTesibHOro
KOHTEHTa, Npu 3TOM obecneynBas LI,I/I(prByPO ©e3onacHocTb D,eTeVl 1 nNogpocTKoB
Fae poctynHa PyHKUMA

e B Oera-Bepcun Ha cMapTOHaX M IUIAHIIETaxX
e BSmartTV

e B Android TV
JeTckuii pexxum ynpoLiaeT novck Buaeo ansa aeten. OHM MOryT CMOTPETb, HAanpuMep, KIaccuky
POCCUIACKON MyNbTUMNIMKALUN, NONYNsiPHblE aHMMAaLMOHHbIE HOBUHKM, pa3suBatoLine n obyyatoLime
Buaeo. B 6nbnmoTeke Takke eCTb KOHTEHT OT NONYNSAPHbIX 6rorepoB, cemenHblie PUNbMbI
N UHTEpPaKTUBHbIE BUAEO


https://www.rustore.ru/help/users/start/parental-control
https://alice.yandex.ru/support/ru/station/kids

[na neten oo 12 net 6MbnmoTeka KOHTEHTa NogobpaHa BPy4YHYH, NpegycMoTpeH 6e30nacHbIv MOUCK
no 3apaHee pa3meyeHHon H6ase
Kak akTuBMpoBaTb AETCKMIA pPexXum

1. 3angute B cBOW Npochunb B npunoxernn VK Bugeo

2. [epekntountech Ha OETCKUN peXnMm

3.  YctaHoBuTe YeTblipéx3HauHbin MAH-kog. OH o6ecneunt 6e3onacHOCTb: AeTU HE CMOTYT
BEPHYTBCS BO B3POCHbIN NPOuib Aaxe nNpy nepesarpyske NpuioxeHus
Mpu HeobxoammocTn MNMNH-kog MOXXHO BOCCTaHOBUTL Yepe3 MobunbHoe npunoxeHne VK Buageo



	Безопасность детей в интернете

